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Executive summary
The decision to economically sanction Russia, following its military invasion of Ukraine on 
24 February 2022, has led policy makers and regulators to worry that cryptoassets may 
be used to evade such international sanctions. The G7 and some other countries, such as 
Switzerland and Singapore, have made it clear that compliance with the sanctions also 
apply to transactions in cryptoassets and the operations of related service providers. On 
21 April, the International Monetary Fund and the US Treasury concluded that there was 
no evidence that cryptoassets were being used to evade sanctions in any material way 
— this outcome being driven by the structure and nature of crypto markets and the compli-
ance efforts made by exchanges. However, even though the concerns turned out overrat-
ed, there is now a sense of urgency to regulate the crypto industry internationally, causing 
several crypto-leading countries to take initiatives to protect their status and contribute 
to the cause. Centralised cryptoexchanges have stepped up their compliance efforts, and 
authorities in the US have renewed efforts to regulate them. As a legacy of the ongoing 
war, regulators will continue to expedite the extension of their perimeter to the governance 
of decentralised cryptofinance platforms and further discourage the use of anonymous 
cryptocurrencies. On a global scale, policy makers will focus on establishing rapidly com-
prehensive standards for cryptoassets in the face of a growing ‘cryptoization’ of emerging 
markets. On balance, the regulatory discussion, analyses, and actions that the ongoing war 
has triggered will not undermine the broad adoption and development of cryptofinance, 
but foster its sustainable integration instead. 

During the last few weeks, the Central African Republic followed El Salvador to become the 
second country to make bitcoin legal tender. The Swiss National Bank ruled out the possibil-
ity to hold bitcoins on its balance sheet. Several jurisdictions, such as Singapore, Australia, 
and Gibraltar, reported important milestones in the development of regulatory frameworks 
for cryptofinance, and a handful of African countries in moving towards a central bank 
digital currency (CBDC).
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1.  
Assessing the illicit use of cryptocurrencies
In February 2022, Chainalysis released its sixth annual Crypto Crime Report. Following on 
our last Digital Regulator, which addressed the potential use of cryptocurrencies to evade 
the economic sanctions imposed on Russia, this Digital Regulator considers the illicit use of 
cryptocurrencies in the broader context to assess the importance of this phenomena and 
ongoing and anticipated regulatory actions. The Chainalysis report is not exempt from crit-
icism, particularly regarding the lack of definitional and methodologic transparency, and 
analysts and regulators consider its conclusions to be very optimistic. However, the Chain-
alysis report has the advantage of presenting a consistent time series of six years, which is a 
long period in cryptofinance. We first examine the activities in scope in the report and then 
summarise the key findings. We focus on DeFi and mention alternative measures of illicit 
cryptocurrency activities; finally, we review current and anticipated regulatory responses.  

• Illicit activities 
The Chainalysis report considers the following illicit activities: malware, that is the use
of viruses, worms, and trojans to steel cryptos; terrorism financing using crpytos; the  
outright steeling of crypto funds; scams, namely crypto investment fraud; sanctions eva-
sion trough crypto; ransomware, such as blocking the computer until a sum of cryptos is
paid; cybercriminal administrator, that is, addresses attributed to individuals connected 
to a cybercriminal organisation; fraud shop, for instance fake online shops requesting 
advance payments; darknet market, offering illicit goods and services against cryptos; 
and handling of child abuse material. We note that these categories are more compre-
hensive than a category such as money laundering or terrorism financing and – along 
other commentators – the lack of transparency and depth regarding these definitions.

• Key statistics 
The Chainalysis report monitors the magnitude of the above-mentioned illicit activities
through the crypto-transactions involving addresses associated to these activities. The
key finding is that while illicit transactions reached an all-time high in absolute terms in 
2021, they scored an all-time low in relative terms. In other words, licit transactions are
growing much faster than illicit transactions. This is a trend confirmed since 2017, when 
measurements began. The total cryptocurrency value received by illicit addresses asso-
ciated to the above-mentioned activities was estimated to be USD 7.8 billion in 2020 and 
USD 14 billion in 2021. While the growth in value of illicit transactions from 2020 to 2021 
was nearly 80%, the total volume of transactions grew by 567% over the same period.
Thus, the value of transactions involving illicit addresses represented only 0.15% of the
total transactions value in 2021 (against 0.62% in 2020). The report evidences that stolen 
funds and investment scams were the categories that grew most year-on-year.

• DeFi under the spotlight 
According to the report, DeFi explains to a large extent the growth of illicit activities 
related to stolen funds and investment scams. More than 35% of the increase in the value 
of investment scams came from ‘rug pulls’ – involving developers to build an apparent-
ly legitimate crypto project, raising crypto-funds and disappearing with it. All rug pulls
tracked by Chainalysis but one involved DeFi projects. The report also illustrates that 
approximately 70% of the funds were stolen from DeFi protocols. In conclusion, DeFi
emerges as a space where the growth of overall activity and illicit activities (stolen funds 
and investments scams) are closely correlated. The low governance standards observ-
able in the DeFi space (the absence of audits in particular) is often quoted as the main 
reason for this result.

There is no consensus  
regarding the proportion 
of illicit finance carried out 
through cryptofinance.  
Time series support the view 
that licit cryptocurrency 
transactions are growing 
much faster than illicit  
transactions. The bulk of  
money laundering and  
terrorism financing take  
place, by far, in fiat. 

https://go.chainalysis.com/2022-Crypto-Crime-Report.html
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• Alternative estimates 
 S. Foley, in his seminal paper issued in 2019 and based on data up to 2017, suggested 

that approximately 25% of bitcoin users were involved in illegal activities and 46% of bit-
coin transactions concerned illegal activities. The author used an estimation technique 
different from the one applied by Chainalysis. Foley did not inspect suspect addresses; 
he investigated the network and behaviours of the users of cryptocurrencies and ap-
plied statistical processes to analyse them and extrapolate the results. To the best of our 
knowledge, Foley’s research was a unique exercise. Hence, there is a lack of time-series 
compared to the Chainalysis reports. Foley conducted his research based on data up to 
2017. Cryptocurrencies have developed substantially over the last five years, in terms of 
number, valuation, use cases, and adoption, and 2019 estimates based on 2017 data are 
likely to be hardly relevant in 2021. The FATF carried out in depth research on the illicit use 
of cryptocurrencies in the context of the adaption of its anti-money laundering and pre-
vention of terrorism financing guidelines to new technologies such as cryptocurrencies. 
It relied on multiple sources (data from up to seven blockchain analytic companies) and 
concluded that the Chainalysis estimates should be considered as bare minimum and the 
estimates differ too much in terms of scope and methodology to enable reaching a con-
sensus on the actual magnitude of the illicit use of cryptocurrencies associated to money 
laundering and terrorism financing activities.  

• Regulatory response  
 Data from 2021 showed that the ability of enforcement to combat crypto crime is  

improving, particularly from the US regulators. Chainalysis recalls the charges filed by the 
Commodity Futures Trading Commission against crypto investment scams, discredit by 
the Federal Bureau of Investigation of a ransomware, sanctions by the Office of Foreign 
Assets Control of two crypto services, and seizure by the Internal Revenue Service of over 
USD 3.5 billion of cryptocurrencies (all from non-tax investigations). From a regulatory 
policy perspective, in March, the European Parliament voted to introduce new checks on 
the identities of those involved in any crypto payment, irrespective of the size of trans-
action and involvement of hosted or unhosted wallets; moreover, the FATF renewed its 
determination to get member countries to swiftly implement all approved international 
rules introduced to prevent the use of crypto-assets for money laundering and terrorist 
financing purposes. The FATF rules also apply to the DeFi sector. In our Digital Regulator 
in September 2021, we noted that the effective implementation of the FATF rule on DeFi 
activities requires a proactive collaboration between the official and private sectors, 
and reliance on a prudential regulatory approach, rather than an enforcement-based 
approach built around the concept of centralised intermediaries.

• Mind the proportions 
 The United Nations recalls that ‘the estimated amount of money laundered globally in 

one year is 2-5% of the global GDP or USD 800 billion – USD 2 trillion in current US dollars’.  
The Chainalysis statistics point to a value of USD 14 billion of cryptocurrency-based  
illicit activities in 2021, of which USD 8.6 billion is attributable to money laundering activ-
ities. Even conceding along the FATF that such an estimate is to be considered as a bare  
minimum and applying a generous multiplier, accordingly, all point to the conclusion that 
in any event, the bulk of money laundering activities occurs in the fiat environment, not in 
the cryptocurrency environment, and this by a factor that may lie well above 100. 

The current status of analyses and studies which aimed to assess the role of cryptocurrencies  
in money laundering, terrorism financing, and illicit activities more broadly, suffers from 
a lack of methodological consistency, absolute number of analyses, relevant time series, 
and definitional transparency. There is no consensus around the figures. Nevertheless, a 
few conclusions seem possible: the bulk of illicit activity takes place in fiat and not in cryp-
tocurrencies (the level of adoption/penetration of cryptocurrencies is key); the proportion 
of illicit activities performed with cryptocurrencies is relatively small and decreasing over 
time in relative terms (due to increasing adoption of cryptocurrencies and their regulation). 
From a regulatory policy perspective, regulators should continue to fight illicit usages and  
discourage them through appropriate rules and enforcement. The industry should (continue 
to) cooperate.

https://www.pure.ed.ac.uk/ws/files/82111413/Sex_drugs_and_bitcoin_20181214.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Second-12-Month-Review-Revised-FATF-Standards-Virtual-Assets-VASPS.pdf
https://www.seba.swiss/research/the-deFi-regulatory-challenge/
https://www.unodc.org/unodc/en/money-laundering/overview.html#:~:text=3%20Stages%20of%20Money%20Laundering&text=The%20estimated%20amount%20of%20money,trillion%20in%20current%20US%20dollars
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2.  
Other noteworthy developments
The collapse of algorithmic stablecoin UST has led many regulators to accelerate crypto-
currency regulation. In the face of the market sell-off, the IMF and World Bank emphasise 
the opportunities of cryptofinance.  
• Following the collapse of UST, the G7 has called for a swift and comprehensive regulation 

of crypto assets and has asked the Financial Stability Board (FSB) to advance the swift 
development and implementation of consistent and comprehensive regulation of cryp-
to-asset issuers and service providers. The FSB stated, in turn, that the regulation and
supervision of ‘unbacked’ crypto-assets and ‘stablecoins’ represents a priority. In the US, 
the Treasury has asked the Congress to pass stablecoin legislation by the end of 2022,
and the Securities and Exchange Commission (SEC) has signalled an acceleration of the
regulation of stablecoins. In the UK, the authorities have announced plans to regulate
and legalise stablecoins, except for the algorithmic stablecoins. 

• The IMF noted that people should not abandon cryptocurrencies following the collapse of 
UST, because crypto markets offer faster service, much lower costs, and promote inclu-
sion. The World Bank emphasised the opportunities and challenges offered by cryptofi-
nance, including stablecoins. Opportunities include the potential for improving the speed 
and cost of cross-border payments and remittances. Risks relate to financial integrity, 
consumer and investor protection, financial stability, fair competition, and monetary sov-
ereignty.

The analyses around CBDCs and their implementation have continued to progress, as  
evidenced by a survey by the BIS, while the ECB tackles the issue of privacy.  
• The BIS reported that 81 central banks are exploring CBDCs and more than a quarter

of them are now developing or running concrete pilots. This BIS paper updates earlier
surveys that asked central banks about their engagement in this area. Additionally, more 
than two thirds of central banks are likely to issue a retail CBDC in the short or medium
term.

• The ECB released three distinct privacy solutions for the digital currency. The first is to 
limit the access of transaction data to commercial banks and exclude the ECB. Another
possibility would allow for more anonymity or simplified checks on low-value transactions, 
while high-value transactions would be subject to routine restrictions. Lastly, a possibility 
would be to restrict the visibility of transactions and balances to intermediaries and ECB, 
at least for low-value/low-risk payments.

• The central bank of Nigeria recorded a higher-than-expected adoption rate for its eNai-
ra and decided to upgrade it so that it may be used across a wider range of items and
services. Israel plans the creation of a digital shekel, as all responses to the public consul-
tation indicated support. The Central Bank of Chile has delayed its plans for a CBDC, as
more analysis on the benefits and risks is required. Finally, South Korea has allowed the
central bank to launch a CBDC in 2023. 

Several jurisdictions achieved or announced milestones in building crypto regulatory 
frameworks. South Korea finally lifted its ICO ban.
• Uzbekistan has expanded its crypto regulations to include definitions of technical terms 

and determine the main regulatory body for the industry. Cyprus is poised to forerun the
EU legislation and regulate crypto assets on its own. Turkey is preparing a draft legislation 
to regulate crypto exchanges. South Korea is expected to lift the ban on ICO introduced 
in 2017.

https://news.bitcoin.com/g7-finance-leaders-call-for-swift-and-comprehensive-crypto-regulation/
https://cryptopotato.com/fsb-chair-crypto-markets-could-soon-threaten-global-financial-stability/
https://www.theblockcrypto.com/linked/146048/us-treasury-secretary-yellen-points-to-ust-slip-asks-for-new-stablecoin-legislation-by-the-end-of-2022
https://www.cryptopolitan.com/united-kingdom-set-to-legalize-stablecoins/
https://coingape.com/imf-chair-advises-against-ditching-crypto-after-terra-crash/
https://www.worldbank.org/en/publication/fintech-and-the-future-of-finance
https://www.bis.org/publ/bppdf/bispap125.htm
https://www.cryptoknowmics.com/news/the-european-central-bank-has-released-privacy-options-for-cbdc?utm_source=rss&utm_medium=rss&utm_campaign=the-european-central-bank-has-released-privacy-options-for-cbdc
https://www.cryptopolitan.com/nigeria-boosts-cbdc-cryptos-stifle-fintech/
https://coinpedia.org/regulations/central-bank-of-israel-considering-cbdc/
https://cointelegraph.com/news/chile-puts-cbdc-plans-on-hold-until-end-of-2022-to-undertake-more-analysis
https://cryptopotato.com/crypto-regulatory-framework-coming-next-year-in-south-korea-report/
https://news.bitcoin.com/uzbekistan-president-issues-decree-regulating-cryptocurrencies-mining-and-trading/
https://news.bitcoin.com/cyprus-drafts-crypto-rules-may-introduce-them-before-eu-regulations/
https://bitcoinmagazine.com/markets/turkey-crafts-bitcoin-crypto-legislation-report
https://bitcoinist.com/south-korea-postpones-crypto-taxations-ico-ban/
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3.  
Conclusion
Thanks to regulatory action and the ineluctable adoption of cryptocurrencies, the propor-
tion of illicit cryptocurrency usages has continued to diminish over time. The preferred trans-
action playing field for perpetrators of money laundering, terrorism financing, and other 
illicit activities for the foreseeable future will continue to remain the fiat environment, and 
indissociably, their service providers. 
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