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Abstract Since the creation of Bitcoin in 2009, digital exchanges have demonstrated 
that global, 24/7 and disintermediated trading is possible. By trading digital currencies, 
they have grown to a size impossible to ignore. To allow digital exchanges to enter 
the multitrillion market of securities trading and business, technology and regulators 
need to work hand in hand. Together, they are in a position to solve the challenges of a 
steep learning curve and build an efficient, convenient and, most importantly, trustable 
environment that can protect investors. Regulators face the challenge of channelling the 
path but are potentially also among the biggest beneficiaries of the inevitable transition 
from traditional stock exchanges to digital asset exchanges, since compliance may be 
ensured by design. While ensuring personal data protection and jurisdiction particularities, 
global standardisation and distributed ledger technology (DLT) can effectively forestall 
trading errors and market abuse instead of leaving them to be discovered. To generate 
the necessary trust for market participants to adopt, digital exchanges will have to be 
regulated, licensed and supervised in the same way that traditional stock exchanges are 
today, while safeguarding and leveraging the technological benefits that DLT carry.
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INTRODUCTION
Digital exchanges have evidenced 
the possibility of global, 24/7 and 
disintermediated trading from your mobile 
device. Trading of currencies is inherently 
global and 24/7. The real innovation were 
new non-central bank backed currencies and 
the trust in technology instead, for amounts 
of money you can afford to lose. As a side 
effect of their eventful evolution, Bitcoin, 
and later Ether, evidenced the potential of 
their new underlying distributed ledger 
technology (DLT) for issuing and trading 
any financial instrument. While a sandbox 
approach was appropriate for trading 
irrelevant amounts of digital currencies, 
which are not securities and not subject to 
financial market regulation, it is not so for 
relevant amounts of money and securities. 
Financial market regulation, financial market 
authorities, licensing of operators and 
overall supervision exist for good: to protect 
investors from errors and abuse. Digital asset 
exchanges have now to grow up to play their 
potential role in the financial markets arena 
and release the real benefits they can give to 
all market participants.

THE BIRTH OF DIGITAL EXCHANGES
Bitcoin kicked off, in a probably unintended 
way, a deep evolution of the functioning 
of financial markets. Designed as a 
state-independent medium of value transfer 
or payment, it has, over time, shown loud and 
clear that the way financial instruments are 
traded globally is obsolete.

As many new means of payment in 
history, Bitcoin started in 2009 with barter. 
Transactions were peer to peer within a 
small group of believers. Price finding versus 
goods or fiat currencies was arbitrary, and 
it was soon clear that a money changer 
could help price finding by pooling the tiny 
liquidity and fuel adoption. The still evolving 
but ground-breaking underlying DLT and 
anarchic disregard of any possible regulatory 
or business constraints, made it possible 

to experiment with a completely new 
disintermediated, global and 24/7 market.

The first very rudimentary digital 
exchange was launched in 2010 with Mt. 
Gox. It was able, in cooperation with the 
payment provider Dwolla and the fiat 
depositary Liberty Reserve, to exchange 
Bitcoin with fiat currencies and give a first 
indication of a market price. At the peak of 
its activities, Mt. Gox accounted for more 
than 70 per cent of the Bitcoin transactions,1 
but ignoring regulation backfired. In 2013, 
Liberty Reserve and Dwolla were shut 
down by US authorities for violating money 
transmitting regulations. The missing grip 
on technology then caused Mt. Gox to be 
hacked and customer’s funds to be stolen 
in 2014. It had to declare bankruptcy and 
became the epitome of an exchange’s poor 
management, neglect and raw inexperience.2 
It became evident that if digital asset markets 
were to grow to a relevant size, technical 
vulnerability and regulatory compliance 
would become important issues.

DIGITAL EXCHANGES BECOME 
RELEVANT
The fundamental economic role of a digital 
exchange is the same as that of traditional stock 
exchanges: to facilitate transactions in quality-
checked financial instruments at a fair price.

Currently (20213), there are 390 
centralised digital asset spot exchanges that 
manage the most digital asset transactions, 
while the decentralised exchanges are left 
with 1 per cent of the market.4 The number 
of digital exchanges has skyrocketed since 
2015, after the digital asset Ether was 
introduced and has been driven by the initial 
coin offering (ICO) mania, which picked 
up in 2017–18 and created hundreds of 
new digital assets on the back of the smart 
contract feature carried by Ether.5 There are 
currently over 5,790 digital assets. Binance is 
by far the biggest digital exchange by trading 
volume. It is currently subject to regulatory 
clampdown in multiple jurisdictions after 
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allegedly having admitted to trading in 
digital securities without complying with the 
relevant licensing requirements.

Digital exchanges have performed 
their economic function fairly well, as 
evidenced by the growth of all digital 
market parameters since 2009 — these 
being the number of digital assets (7 assets 
on 28 April 2013; 5,704 assets on 18 July 
2021), 24h volume (0 USD on 28 April 
2013; USD 55.6bn on 18 July 2021), market 
capitalisation of digital assets (USD 1.5bn 
on 28 April 2013; USD 1,301bn on 18 
July 2021), number and typology of digital 
market participants.

The last parameter is particularly 
important. Financial engineering has made 
exposure to digital assets significantly 
easier during the last 18–24 months by 
issuing an increasing number of bankable 
and fully regulated traditional securities 
in many European (notably Switzerland 
and Germany) and American (notably 
USA and Canada) jurisdictions in the 
form of exchange-traded products, trust 
participations and derivative products such 
as digital asset futures. This context provided 
the necessary conditions for non-retail 
investors to participate in the digital assets 
market.

As an illustration, the net inflow of 
assets under management (AuM) from 
institutional investors at Grayscale Bitcoin’s 
trust during 2020 has averaged 87 per 
cent.6 In 2020, 36 per cent of institutional 
investors surveyed by Fidelity Digital 
Assets7 were invested in digital assets, and 
80 per cent mentioned the diversification 
advantage and exposure to innovative 
technology as the most appealing features 
of digital assets. At the end of June 2021, 
several studies confirmed that an increasing 
number of institutional investors expect to 
invest in digital assets8 and that over 80 per 
cent of those who currently have exposure 
expect to increase it between now and 
2023.9 Institutional investors include wealth 
and asset managers, which in turn reflect an 

ever-strong interest from retail investors in 
this asset class.

ABSENCE OF REGULATION AND 
OVERSIGHT BECOME A PROBLEM
The economic role of exchanges best serves 
the interest of the broader economy if they  
represent an operating environment that 
is secure, transparent and equitable, and 
if the exchanges check the quality of the 
instruments admitted to trade. Digital 
exchanges have so far failed to grant this 
environment. The market correction of 2021 
has highlighted this aspect well.

The market growth and correction during 
the first half of 2021 evidenced serious 
market conduct and infrastructure issues. The 
ability of influential market participants such 
as Elon Musk to materially move the market 
by tweeting opinions has raised strong 
market conduct concerns among regulators 
and the broader public. Furthermore, major 
digital asset exchanges suffered outages 
during the correction. On May 2021, at the 
height of the market correction, Coinbase 
experienced difficulties, as some users were 
unable to log in, view balances and make 
trades; Binance had to pause some digital 
asset withdrawals temporarily, and Kraken 
remained frozen for hours. These events led 
to losses driven by weak infrastructure.

The growing monetary and media-related 
relevance of digital exchanges were a loud 
call to action. Serious market conduct and 
digital exchange infrastructure issues resulted, 
as they would have had in traditional 
markets, in severe investor protection lapses, 
and regulators and supervisory authorities 
had to accelerate their action.

The regulatory response being put together 
at the time of writing indicates that the priority 
will be to focus on regulating properly digital 
exchanges. On 20 May 2021, the Office of 
the Comptroller of the Currency (OCC) 
announced talks with the Federal Reserve 
(FED) and the Federal Deposit Insurance 
Corporation (FDIC) aimed at setting up an 
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interagency policy team pursuing a clearer 
digital asset regulatory framework. On 26 May 
2021, the Securities and Exchange Commission 
(SEC) reported that the markets for digital 
assets are currently subject to regulatory gaps 
and pointed to regulatory action to protect 
investors in digital assets on digital exchanges.

From the point of view of financial 
instruments and, in particular, of securities 
traded on traditional venues such as the  
New York, London or Tokyo stock exchanges, 
technological neutrality shall be ensured to 
allow true competition. From the point of 
view of market participants and supervisory 
authority, instead, some technology-specific 
integrations may release the ground-breaking 
potential of DLT in trading of financial 
instruments: errors and market abuse can be 
avoided by design, instead of having to be 
investigated, discovered and corrected.

Therefore, to ensure investor protection 
and equal treatment, conventional licensing 
processes and increased prudential oversight 
of market operators and participants seem 
appropriate. This should be welcome to digital 
assets supporters, and an increasing engagement 
of both retail and institutional investors can 
be expected as a result. Technology-specific 
rules are on the other side subject to a general 
learning curve and face some challenges.

THE REGULATORY CHALLENGES OF 
DIGITAL EXCHANGES
A clear distinction has to be made between 
securities and non-securities like digital 
currencies. For issuing and trading securities 
a complex regulatory framework has evolved 
to protect investors from errors and abuse. 
Money transmission and currency exchanges 
were instead mostly left to directly or 
indirectly supervised intermediaries, allowing 
them to set the rules of the game.

Digital currencies
Besides central bank authorities’ challenges 
related to the market capitalisation of 

digital currencies, money laundering is the 
foremost concern when it comes to digital 
currencies trading. The issue arises from the 
lack of identification and pseudo-anonymity 
of current digital asset trading. The more 
transactions there are, the easier it is to 
dilute traces, in a very similar way to cash 
(paper money and coins). Whereas cash has 
a physical limit imposed by amounts, wire 
transfers have not. Therefore, in June 2019, 
the Financial Action Task Force (FATF) 
extended the applicability of standards for 
traditional bank payments, typically the 
SWIFT messaging system, to digital currency 
transactions. Rapid adoption is important 
not only to prevent money laundering via 
digital currencies but also to enhance trust 
in the underlying Blockchain technology. 
Results will be achieved only by ensuring an 
international level playing field.

The FATF was established by the G7 in 
1989 and implemented a comprehensive 
action plan to fight money laundering as 
early as 1990. Today, under the leadership 
of the G20, the FATF counts 39 member 
states, and over 200 nations have committed 
to implementing its 40 recommendations.10 
The June 2019 update of the Interpretative 
Note11 to FATF Recommendation #15 
(dealing with new technologies) aimed to 
clarify how it should apply to digital assets 
and related service providers. Among others, 
it summarises the new requirements of 
Recommendation #16 (applicable to wire 
transfers — also known as the Travel Rule). 
It now requires any digital asset transfer (a 
minimum of USD/EUR 1,000) between 
a service provider and any other obliged 
entity to share (1) the originator’s name, 
(2) the originator’s account number, (3) 
the originator’s physical address, national 
identity number or customer identification 
number, or date and place of birth, (4) the 
beneficiary’s name and (5) the beneficiary’s 
account number. Moreover, digital asset 
service providers must be registered or 
licensed in the FATF member states and 
subject to the five-year records retention 
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obligation. Lastly, the rule excludes transfers 
to and from unregulated wallet providers. 
In a nutshell, the Interpretative Note 
extends the traditional banking transaction 
regulations to digital and crypto transactions.

Complying with the Travel Rule requires 
mirroring in the digital space the SWIFT 
transfers of data characterising transactions 
involving traditional financial instruments. 
As the Swiss FINMA12 put it in August 
2019, consistent with the FATF, it expects 
‘information about the client and the 
beneficiary to be transmitted with token 
transfers in the same way as for bank 
transfers’. The technical challenge is to ensure 
immediate and secure transmission of such 
information. Of course, secure e-mail could be 
used and would meet all the criteria for secure 
and immediate transfer. But the financial 
community needs a more effective and scalable 
solution than bilateral e-mail exchange. 
No such system currently exists. Until the 
technical hurdle is overcome, regulators 
should demonstrate flexibility, pragmatism and 
proactivity in order not to negatively affect or 
unduly restrict the development of the nascent 
innovative digital finance.

What about securities?
With the emerging possibility of also trading 
securities on digital exchanges, among the 
proliferation of new, difficult to classify 
instruments, the definition of what a security 
is, became most relevant. Existing securities 
issuing and trading rules cannot otherwise 
be applied and enforced properly. Different 
jurisdictions may have different approaches 
or intermediate categories that may 
disorient market participants, and a global 
standardisation would be most welcome to 
align market behaviour and avoid malicious 
regulatory arbitrage.

The use of DLT, moreover, allowed 
re-unification of the dematerialised security 
with its title of ownership, raising some 
contractual issues. Originally, a share bore the 
name of its legal owner, and its transmission 

was legally binding by endorsement. With 
the electronification of stock exchanges, 
this proved to be inefficient, and shares 
were dematerialised and custody separated 
from the ownership. With distributed ledger 
technology (DLT) technology it was again 
possible to efficiently unify the financial 
instrument and its ownership. Settlement 
could be immediate and trustable, by 
transparent, traceable and unfalsifiable 
transfer. Therefore, the separation of trading 
and settlement fell apart, and transfer of 
ownership had to be immediately legally 
binding.

The guiding principles of security 
issuing and trading rules are to protect 
investors from errors and market abuse and 
to ensure equal treatment. Issuer disclosure 
obligations, pre-trade, post-trade and trading 
model transparency or mandatory reporting 
of beneficial owner and off-exchange 
transactions are only some examples of those 
rules.

In every jurisdiction, mandatory 
licensing and supervision of securities 
trading by the financial authority aims to 
continuously ensure the minimum functional 
requirements, the minimum quality of the 
traded securities and fair price discovery. 
Moreover, the effective possibility to 
investigate, discover and enforce sanctions 
on any misconduct acts as a deterrent to 
misbehaviour and gives credibility to the 
financial system. Licensed firms gave both 
investors and regulators a trustable partner.

Besides a safe regulatory and compliance 
framework, however, there are also some 
major business and technology challenges to 
be addressed by market participants.

THE BUSINESS AND TECHNOLOGY 
CHALLENGES OF DIGITAL 
EXCHANGES
On the business side, ring fenced domestic 
markets allowed the feeling of safety through 
standards. Standard trading interfaces, 
standard reporting formats, clear rules 
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and a domestic financial authority eased 
compliance, processes and automation. 
Moreover, standard trading days (normally 
influenced by settlement requirements) made 
it possible to have unambiguous reference, 
opening and closing prices for NAV and 
performance calculations for derivative 
products and funds.

Digital exchanges mixed up all of this: 
any standard fell apart. Instead of standard 
FIX interfaces, multiple API had to be put 
in place. Data formats were beaten up and 
misaligned. The resulting IT burden was 
unbearable for most traditional financial 
intermediaries compared with potential 
volumes or fee generation. Missing 
transparency on trading models, possibly 
bilateral only, with the exchange itself 
acting as counterparty and custodian, 
or inconsistent market data, made trade 
quality assessment or best execution 
impossible. With distributed exchanges 
even customary time-price priorities 
fell apart, by duplicating order books 
and making mistrades possible owing 
to multiple simultaneous executions in 
different locations. Randomly delayed 
execution information and random 
settlement duration on Blockchains (from 
fractions of seconds to days) made risk 
management extremely challenging. At least 
the counterparty risk of a valid trade was 
eliminated by the atomic swap, but on the 
flip side it also implied that naked shorting 
was impossible (which is good for investors 
but negative for speculators). If we add 
that digital exchanges were not licensed 
or at least indirectly supervised and often 
maliciously use ambiguous domiciles and 
lack identifiable contact persons, the finger 
off attitude is easy to understand. If all that 
were not enough, the quality of the traded 
instrument was difficult to assess, often with 
no identifiable issuer and very little quality 
control by the exchanges.

To sum up, with all of the best intentions 
and understanding of the underlying asset 
and technology potential, this environment 

was very difficult to accept for traditional 
market participants.

TRUST AS A KEY BOTTLENECK
Cost issues can be solved if volumes rise, 
but trust is important. If counterparties are 
difficult to identify or interact with, financial 
instruments have no minimum quality 
check, trading venues have no infrastructure 
requirements, basic information is missing, 
the rules of the game are not clear and no 
supervisory authority can be involved as a 
last resort, digital exchanges cannot enter the 
arena of the multitrillion securities trading 
business.

Digital asset exchanges evidenced that 
global, 24/7 and disintermediated trading 
is possible. That the underlying distributed 
ledger technology could also be suitable 
for securities trading seems a natural 
consequence. Present, often jurisdiction 
monopolistic, stock exchanges could become 
obsolete if appropriate standards and the 
power of compliance by design can be 
proved to at least partially substitute the 
complex regulatory market abuse discovery 
system. Technology and standardisation may 
help, but without trust, business will hesitate 
to adopt.

Today, as in the past, regulated, licensed 
and supervised market operators are 
rather trustable partners for both market 
participants and supervisory authorities. But 
to achieve this, a lot of regulatory, business 
and technical homework still needs to be 
done. Technology, business and regulation 
need to work hand in hand to fully benefit 
from the potential.

DOES THE TRANSITION TO DIGITAL 
EXCHANGES MAKE SENSE AFTER 
ALL?
It is true that traditional stock exchanges 
deserve to exist and are highly secure, 
licensed, closely supervised, extremely fast, 
efficient and cost-effective (exchange fees 
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of 1 basis point are considered high). In fact, 
for the investor the high transaction fees 
in the traditional world do not arise from 
the exchanges but from intermediation and 
execution-related work behind the curtains. 
Settlement, reconciliation, reporting, manual 
processes, multiple data transmission and 
other needs should be seamlessly assured by 
the financial intermediaries.

The questions, therefore, are (1) whether 
disintermediation really adds value, while 
adding complexity exponentially owing 
to the number of direct participants to a 
market, (2) whether global exchanges really 
add value, while adding complexity owing 
to the multiple relevant and often not 
perfectly aligned regulatory frameworks and 
(3) whether 24/7 trading really adds value 
in terms of price discovery and liquidity 
bundling.

The answer is undoubtedly yes.
First of all, the emergence and 

proliferation of digital assets and their trading 
is the expression of a deeper technological 
evolution — digitalisation — which is not 
to and should not be stopped. Digitalisation 
has delivered value and progress across the 
societal activities. There is no reason not 
to believe that traditional finance needs to 
evolve and grasp the benefits of digitalisation. 
Given the peculiar role of finance in 
economic activity, the digital evolution just 
needs to be rightly channelled.

From a systemic point of view, being a 
distributed ledger a single, common and 
trustable source of truth, many manual 
processes can be automated and errors 
resulting from data duplication, delay, 
transmission or consolidation avoided. The 
savings in terms of interfaces, processes and 
controls are immense. Mostly unrecognised, 
compliance can be assured by design, 
making most misconduct investigations 
redundant. Crossing investor and instrument 
data at order receipt can avoid accidental 
and wilful market abuse. An investor can 
therefore not purchase or sell an instrument 
he is not allowed to or in the wrong 

moment. To ensure personal data protection, 
zero knowledge protocols can be built 
into the system. Most compliance checks 
by financial intermediaries and authorities 
could become unnecessary. Even local taxes, 
duties and reports can be immediately 
and automatically delivered by design. No 
separate calculations or reporting will be 
necessary, since the information is already 
in a single, trustable, unmodifiable place. 
A common, trustable data source shouts 
for global standardisation of investor and 
asset information, an unhidden target of 
governments worldwide. If supernational 
standards can be agreed on, global securities 
markets open around the clock can not 
only exist but are recommendable.

As mentioned, digitalisation is not to be 
stopped, but if not correctly channelled will 
continue to evolve in an uncoordinated 
way and fail to deliver investor protection 
and, ultimately, trust. Decentralised Finance 
(DeFi) is a good illustration. While being 
an expression of financial digitalisation, it 
is in reality much harder to regulate than 
centralised digital finance. It can, through 
smart contracts, execute peer-to-peer 
transactions without the intervention of 
pivotal intermediaries in a deterministic 
and non-discretionary way. DeFi emerged 
during 2020 and has since then attracted an 
exponential increase of investment. At the 
time of writing, over USD 85bn appears 
to be locked in DeFi smart contracts.13 
DeFi has the potential to decentralise 
and automatise many traditional financial 
services, including payments, lending and 
trading. DeFi digital exchanges will not 
really fly if not regulated in a way that 
grants investor protection and makes it 
attractive for users.

CONCLUSION
Trust and supranational standardisation are 
important for digital exchanges to take off 
in securities trading. This does not mean 
that local requirements or personal data 
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protection need to fall apart. On the contrary, 
local restrictions on instruments or investors 
or special trading models to bundle liquidity 
for smaller caps become easier to implement. 
Compliance thereof will be ensured by 
design, making it possible to save sensible 
efforts for issuers, investors, intermediaries 
and supervisory authorities. Digital 
exchanges are here to stay, and regulators 
have the chance to channel efforts and to 
be among the biggest beneficiaries, but they 
need to be regulated, licensed and supervised 
the same way as traditional stock exchanges 
are today, while safeguarding and leveraging 
the technological benefits that DLT carry.
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